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« Written by what is obviously
a highly skilled practitioner ©

* Definitely not written by an
academic ©? ® ?

— | have had to write most of the
definitions to pinpoint the
terminology used...

— Each section does not follow
a pattern template

* (name, problem, solution, forces)

CS@AU Henrik Baerbak Christensen
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VeV Punch line...
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* Cynical software expects bad things to happen and is
never surprised when they do. Cynical software doesn’t

even trust itself.

* A highly stable design usually costs the same to
Implement as an unstable one.
— Hm? | think Nygard means ‘the total cost over lifetime’ here...



A4

About a half year of ‘ups’
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/1, Problem loading page

€ | @ wes.battle.net/sc2/en
2.

v C || Q Search

wBa 9 3 A4 © D.-

- 8 |

Server not found

Firefox can't find the server at wcs.battle.net.

® Check the address for typing errors such as ww.example.com instead of
www.example.com

e |f you are unable to load any pages, check your computer's network
connection.

® |f your computer or network is protected by a firewall or proxy, make sure
that Firefox is permitted to access the Web.

5%) Ordbogen.com - Danmark...

€ @ o ordbogen.com cllce

@ \* Opret bruger
Ordbogenﬁpvw
* Support & Kontakt

* Keb puvat
.U lse
a Ehvery

Sep
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Opslagsrekord til retskrivningsproven
o
Mandag 4. maj var 9.-klasserne tl afgangsprove i retsksivning. og igen i ds blev der slief 1

1 alt foretog de danske afgangselever 2,1 millioner opslag i den time, eksamen varede,
toppede 1 ovrigt med 934 opslag 1 sekundet!

Vi takker for tilliden og ensker held og lykke med de videre cksamener

Fri adgang til afgangspreven

ledes derfor videre til Retskrivningsordbogen og Den Danske Ordbog pd Ordbogen com, ndr du tilgdr dem

Tak for nogle gode messer!

Tusind tak til alle jer besogende pd vores messestand ph Aarhy

%
SERUICRIR o pd ol
Gratis ordbogsprogram

dy dows voges pr

pi Danmarks L

BEPSHPARELE S8 S50EH e sporamit via telefon, chat og c-mail

ogsi sli op uden at have et intemetvindue bent

"B+ A O Oy O

i Kobenhavn,

blens afgangsprover. Derfor har Ordbogen com
I sogning i disse to ordboger under proveme. Du

A\ Problem loading page x

Q search wBa & A © D- @ 8 =

€ @ 2015.icse-conferences.org e |
T

®

The connection was reset

The connection to the server was reset while the page was loading.

@ The site could be temporarily unavailable or too busy. Try again in a few
moments.

® |f you are unable to load any pages, check your computer’'s network
connection.

® If your computer or network is protected by a firewall or proxy, make sure
that Firefox is permitted to access the Web.

http://utils.b...Sum=4C5B025D00 x

< @ utils.bonniermailcampaign.dk/It/ = ' ‘ Q Search ‘ Q g ‘ ﬁ » =
The system is currently under i ‘We should be back shortly. Please contact
Customer Service if you want to bscribe a 1 now.

jeblikket under vedligeholdelse. Vi vil vzere tilbage snarest. Kontakt

o Eh eservice hvis du vil afmelde et nyhedsbrev for sitet er oppe igen. Telefon:

r tiden under vedlikehold. Vi vil vzere tilbake snart. Ta kontakt med
hvis du ensker a melde deg av et nyhetsbrev for siden er oppe igjen.
87 00




@ www.master-it-vest.dk/forside.html

@ Oops, an error occurred!

5 503 Service Temporarily Un... x

& P & p

[l Most Visited { | Getting Started |3 Latest Headlines

i et/literature;

directA htmifeor ¥ G

ResearchGate

503 Service Temporarily Unavailable

This page isn't available right now.

Some suggestions:

+ Goback to the last page
- Go'tothe home page

4+ & wa 4

svn: Can't close file '.svn/tmp/entries’:

File Message Developer
| . CgReply [23 MoveToMajskol... 53 & X Mark Unread atﬁ )
‘ £ Reply All (23 MakeltNextAction |~ L) B4 categorize ~ By
&~ Delete | o oward T2 7 | | To Manager Moves ] e rosawupie ||t
>
Delete Respond Quick Steps = Move Tags 5 Editing Zoom
© You forwarded this message on 05-08-2015 08:01.
From: Skyen Root, AUTT Sent: on 05-08-2015 08:01 ||
To: Henrik Baerbak Christensen
ca
Subject: Cron < /u j date-websites.sh > /dew/null

No space left on device

=

Henrik Baerbak Christensen



v @ Docker Hub

€ P @ hups//hubdocker.com/log

[8) Most Visited | | Getting Started () Latest Headlines
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%8 & A ® D~ = Log in to Docker Hub

There was an error contacting the server. Please try again later.

henrikbaerbak

Log In

No server is currently available to service your request.

Sorry about that. Please try refreshing and contact us if the problem

persists.
- oEEN

/s Robbama Management x| 4 -
: v y - 0 & A O O~

abbit Chuste: rabbkOscomensamaot ook
N comections  hamnels  exchanges  Queues

Overview

(=

Contact Support GitHub Status @githubstatus

~ Totals

This time series

Ready | ™ 23,01 Display

o

® chart
Unacknowledged | ® 0 msg
Total W 23,017 msg R
chart eize: @ sman
Publish | ® 7.0/s Medium
Deier | 0.00/8 o~
Radoverad M 0,00/
Acknowledge W 0.00/s Chart range: Last minute
eliver (noack) | 0,00/
Dealiver ( k) Last ten minutes
Global counts o
tons: 1658 oels: 18 S 9 uneis simars: O Last eight hour
Last day
- Nodes
Name File descriptors (7)  Socket descriptors (7) | Erlang processes Memory oisk sp:
rabbitoecosensema01 52 T 000 200M8 T e
rabbit@acosensemaq02 a3 [ e s033 200M0 7ia8 sd20n  [BE =

CS@AU Henrik Baerbak Christensen 6
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47 MIM.SIDEM | EMILELLER

Lige nu kan man ikke se corona-testsvar pa sundhed.dk
eller i MinSundhed

wll OISTER & 12.45 85% @m)
Wl OISTER 4G 20.09 47 %@ ) Det var et fejlslagent forseg pa at konfigurere
o = = Facebooks routere, der var skyld i det over seks
Her til morgen er det ikke muligt at se svar pa coronatest pi * :
9 g P P Teknikbovl hos Danske Bank timer lange nedbrud.
MinSundhed. sender MobilePay ud af drift
Det oplyser Facebook, der ogsa ejer Instagram

Driftsproblemer hos Danske Bank betyder, . S

at blandt andet MobilePay er nede onsdag ogbeskedtjenesterne; tidligt tirsdag morgen
Det skriver myndighederne pa sundhed.dk. eftermiddag og aften. dansk tid.

- Vores teknikerhold har fundet frem til, at

konfigurationsaendringer pa routerne, der

Derfor kan man hvis man skal fremvi

koordinerer netveerkstrafikken, forarsagede

coronapas. Ma us for, om man tidlige|

problemer, der afbred kommunikation, skriver
Facebook i et blogopslag.

covid-19-
pas for

- Det er desvas coronapas for covid-1

prevesvar pa s Ups dhed lige nu. Det er si

Appen kunne ikke fa forbindelse til E

covid-19-vaccilll ... .z

Ifelge sundhed. e, at der er overbelag oo Statens

Serum Institut, ir hos.

P Lyttilartiklen

En mexicaner kigger pa sin telefon mandag i Mexico By.
(Foto: ALFREDO ESTRELLA @ Ritzau Scanpix)

Der er ingen tid ge problemet kommer til at vare.

CS@AU Henrik Baerbak Christensen 7



\ 4
AARHUS UNIVERSITET

CS@AU

Google Workspace

Google Workspace Status Dashboard

We are currently investigating an issue affecting user access to multiple services affecting users in Europe.

This page provides status information on the services that are part of Google Workspace. Check back here to view the current status of the services listed below.

If you are experiencing an issue not listed here, please contact Support. Learn more about what's posted on the dashboard in this FAQ. For additional information

on these services, please visit https://workspace.google.com/. For incidents related to Google Analytics, visit the Google Ads Status Dashboard.

November 5 6 7 8

Admin Console
Classic Hangouts
Classroom
Currents

Gmail

Google Calendar
Google Chat
Google Cloud Search
Google Docs
Google Drive
Google Forms
Google Groups
Google Keep

Henrik Baerbak Christensen
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/v Real Softwarekonstruktion og software... 88 & & [ E‘ Henrik Baerbak Christensen  §O3
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Course Home Content Activity Tools ~

0%
Standards + New Unit

Welcome
Week1-7
Week 8 - 14

Mandatory Exercises

Material/Literature

Lecture Videos

“ Panopto Video

)

Course Tools v

e -
Kf’ (:) @@ Visible

And

Classlist Zoom Help

L¥ ]
Ky

Add Existing Create New

Server Error in '/Panopto’ Application.

The transaction log for database 'PanoptoDB_3' is full due to 'LOG_BACKUP".

Description: An unhandled exception eccurred during the execution of the current web request. Please review the stack trace for more information about the error and
where it originated in the code.

Exception Details: System.Data.SqlClient. SqlException: The transaction log for database "PanoptoDB_3' is full due to 'LOG_BACKUP'.

Source Error:

in unhandled excepsion was genera:

identified

Stack Trace:

=ing the sxcepsicn =

. Information regarding the origin and location of she exception can be

[SglException (@x80131984): The transaction log for database ‘PanoptoDB_3° is full due to *LOG_BACKUP'.]

System.
System.
System.
System.
System.
System.
System.
System.
System.

Data.
Data.

Data
Data

Data.
Data.
Data.

Data

Data.

SqlClient.
SqlClient.
.SglClient.
.SglClient.
SqlClient.
Sqlclient.
SqlClient.
.SglClient.
Sqlclient.

SqlConnection.OnError(SqlException exception, Boolean breakConnection, Action™1
SqlInternalConnection.OnError(SglException exception, Boolean breakConnection,

TdsParser.ThrowExceptionAndWarning(TdsParserStateObject stateObj, Boolean calle
TdsParser.TryRun{RunBehavior runBehavior, SglCommand cmdHandler, SqlDataReader

SqlCommand.FinishExecuteReader(SglDataReader ds, RunBehavior runBehavior, Strin
SglCommand.RunExecuteReaderTds (CommandBehavior cmdBehavior, RunBehavior runBehs
SqlCommand.RunExecuteReader(CommandBehavior cmdBehavior, RunBehavior runBehavic
SqlCommand. InternalExecutelonQuery(TaskCompletionSource™1 completion, String me
SglCommand.ExecuteNonQuery() +283

Panopto.Data.<»>c_ DisplayClass47_©.<ExecuteNonQuery>b_ 8() in F:\18\s\panopto-core\Panopto\Data‘\Datal
Panopto.Data.ExtendedDbCommand . ExecuteSglWithRetry(Action x) in F:\18\s\panopto-core‘\Panopto\Data‘\Dat
Panopto.Data.ExtendedDbCommand . ExecuteNonQuery() in F:\18\s\panopto-core\Panopto\Data‘\Datalib\DataCon
System.Data.ling.SqlClient.SqlProvider.Execute(Expression guery, QueryInfo queryInfo, IObjectReaderFs
System.Data.ling.SglClient.SglProvider.ExecuteAl]l(Expression guery, QueryInfo[] queryInfos, IObjectRe
System.Data.ling.SqlClient.SglProvider.System.Data.Ling.Provider.IProvider.Execute(Expression query)

System.Data.ling.DataContext.ExecuteMethodCall(Object instance, MethodInfo methodInfo, Object[] paran
Panopto.Data.DB.PanoptoDBDataContext.UserSession_Create(Nullable™1 UserId, Mullable™1& MNewSessionId)
Panontn.Nata.StoredProcedures . llserSessinnStoredProcedures . Create(PanontaNRNataContext dh. Guid userTd™



/v Akin to Nygard §1
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« MSDO 2020 Crunch broke down. Why?
— No try catch around ‘network.close()’ in my finally() clause ®

T finally {
try {
logger.infol"method=assess, context=Ffinally");

if (network != null) network.close();
if (daemon !'= null) daemon.closel();

— Was due to the ‘only 16 networks available’ default docker setup

CS@AU Henrik Baerbak Christensen 10



/v Another one
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 Crunch3.baerbak.com
— The central submission server

* Fixed IP in my own range, provided by AUIT

« During maintenance September 2016 they shut down this
range’s DNS name servers without telling me!

* Result: All my servers could not see the internet!
— And no warning at all! o

CS@AU Henrik Baerbak Christensen 11




/v Definitions
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— More akin to ‘story’ (XP) or ‘use case’

Reusing mechanical engineering terminology

CS@AU Henrik Beerbak Christensen 12
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— Safe failure modes are better than unpredictable failure modes!

Henrik Baerbak Christensen
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e Straining the system

— Requests get queue up

* Queues grow
— RAM exhausted — start swapping to disk

* Requests get queue up much much faster...
« ... disaster...

CS@AU Henrik Baerbak Christensen

Examples

14



/v Stability
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° Accept that failure will happen! (‘Design for failure’)

* Analogy: Crumble zones in modern cars...

CS@AU Henrik Beerbak Christensen 15



Y Compare to Bass, 3rd Ed
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 Availability (1): Property of software that it is there and
ready to carry out its task when you need it to be.

Avizienis el al.: Dependability is the A el
il I . ng time even when there ar

ability to avoid failures that are more FCT R

frequent and more severe than is siresses, o component

acceptable

CS@AU Henrik Beerbak Christensen 16
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« Student report: “As my program is running on Amazon
EC?2, it is always available”
— What is the ‘system’ definition here?

« Ragnarok (my phd project) crashed due to an unhandled
"disk full” error and left the persistent data structure in an
Inconsistent state

— Impulse, strain, crack, ?
— Potential safe failure mode?
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RabbitMQ Management
¢
€& )@ ccos

semq0l.cs.au.dk:15672/%/ 77 v & ||t 8- DuckDuc

‘ 6o Al 8 m-

overview

Network partition detected

Mnesia reports that this RabbitMQ duster has experienced a network partition. This is a dangerous situation. RabbitMQ clusters should not be installed on networl
whi

The nature of the partition is as follows:

Node Was partitioned from
rabbit@ecosensemqg0l rabbit@ecosensemqo2

rabbit@ecosensema02 | rabbit@ecosensema01

While running in this partitioned state, changes (such as queue or exchange declaration and binding) which take place in one partition will not be visible to other partition(s).

Other behaviour is not guaranteed.
More information on network partitions.

~ Totals

Queued messages (chart: last ten minutes) (?)

300000 ¥ 223003 msa
200000 Unacknowledged 0 msg
100000
® 223003 msg
o

o Yy = Ty : publish ™ 5.0/s
e | Deliver 0.00/s
2 |

/= | \ Redelivered B 0.00/s
o/s 1

5:50 6:52 5:54 5:56 6:58 Acknowledge il 0.00/s

Global counts (?)

Connections: 7 Channels: 4 Exchanges: 9 Queues: 1 Consumers: 1
~ Nodes
Name File descriptors (?) Socket descriptors (?)  Erlang processes Memory Disk space Uptime Type
rabbit@ecosensemq01 a2 | a 236 | 48.8MB | 67.4G8 20d 22h  Disc *®
1024 available 829 available 1048576 available 1.5GE high watermark 953.7MB low vatermark

e oxe stas

~ Ports and contexts

m

Henrik Baerbak Christensen
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eV Discussion
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* Oct 20 2013

— Grundfos dorm server did not send data for 26 hours
* Normally 70KB/s

— On Oct 21 it went online again, pumping all accumulated data
iInto Karibu during 51 minutes (70Kb/s x 26 hours = lot!)

* Impulse, strain, crack, ?



/v Chain of failure
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Cracks propagate!

— At each step
|t can be accelerated
* |t can be slowed
* |t can be stopped

« And...

— High level complexity — more directions for cracks to propagate

— Tight coupling — accelerate cracks



/v Crack analysis
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* Process: Look at{every[

— External/remote call

— Every I/O

— Every use of resources

— Every expected output

— Every mutex/synchronized/critical region

e ...and ask

What are all the ways this can go wrong?
Analyze types of impulses and stresses
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What if | cannot make the initial connection?
What if it takes 10 minutes?

What if | get disconnected?

What If it takes 2 min to respond?

What if 100.000 queries arrive at any one time”?

What if my disk is full when | try to log the error message
from the SQLEXxception that happened because the
network during the update transaction while...?
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Stability Antipatterns

14 root causes that create, accelerate
or multiply cracks and lead to system
fallures

CS@AU Henrik Beerbak Christensen

23



/v Integration Points
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— Sockets, process, pipe, RPC, file access, database call, feed, ...
— Even calls to critical regions ala synchronized methods

 Lessons to remember
— Every integration point will eventually fail in some way
— Failures take several forms. You will not get nice error messages
— Failures propagate quickly
— Know when to open up abstractions
» Cracks does not respect your nice role boundaries ©

CS@AU Henrik Beerbak Christensen 24



/v Ex: RabbitMQ Java library
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« Thanks for nothing...

pubklic class ShutdownSignalException
extends java.lang.RuntimeException
implements SensikbleClone«<ShutdownSignalExceptions

Encapsulates a shutdown condition for a connection to an AMQP broker. Depending on HardError when calling
getReference [} We will either get a reference to the Connection or Channel instance that fired this exception.

« My perception is that failure conditions are often poorly
documented. | need to understand the root cause...

* Finding the underlying problem, require to open up the
abstraction

— Ahh - plowing through MongoDB connector source code ®

CS@AU Henrik Baerbak Christensen 25



/v Integration Points
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* In my mind ‘Integration Points’ is not really an anti-pattern

 Itis more the central concept/term we will apply for all
those ‘code segments’ that pose a stability issue, and can
lead to all the other anti-patterns.



VeV Chain Reactions
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« Scaling
— Horizontal: More machines (Google way)
— Vertical: Bigger machine (Oracle way)

« Load-balancing
over horizontal farm

« One server down:
Load distributed

CS@AU Henrik Baerbak Christensen 27



/v Chain Reactions

AARHUS UNIVERSITET

* |f one server failed due to load-related condition, the rest
of the pool are now more likely to fail!

CS@AU Henrik Beerbak Christensen 28



eV Ex: WoW Realms
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* World of Warcraft
— Realms safeguard against Chain Reactions

Realm Selection

Realm Name 3 Type 3 Characters & Population &
—_ Real hard Way Of Argent Dawn RP (11)
Magtheridon Normal (1)
1 Chamber of Aspects Normal
|Oad-ba|anC|ng . Aggra (Portugués)

Agamaggan
Ahn'Qiraj
Balnazzar
Bloodfeather
Boulderfist
Burning Steppes
Chromaggus
Crushridge
Daggerspine
Deathwing
Dentarg
Dragonmaw
Dunemaul
Emeriss

Okay F Cancel

English German French Spanish Russian Tournament Italian
| E—— )




/v Cascading Failures
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— Example: Database failure, cascades into app server.

CS@AU Henrik Beerbak Christensen 30



Y Example
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* In a 2014 course | made a Facade service, delegating to
a fortune cookie service | found on the internet

— It, however, failed right after the seminar in which | introduced it ®

[ 3 — l ey )
S 3

nnnnnnnnnnnnnnnnn

The web application you are attempting to access on this web server is currently unavailable. Please hit the "Refresh” button

Administrator Note: An error message detailing the cause of this specific request failure can be found in the application

« In MSDO, | wanted to reuse a ‘weather service’ that was
Introduced in my Cloud Computing course, only to find
the underlying service was discontinued.

— Rewrote it into the ‘quote service'...



VeV Users
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« Human users have a knack for creative destruction...

— Slashdotted = posting a web URL on slashdot will cause a large
surge in web traffic, which can overwhelm small sites...

CS@AU Henrik Beerbak Christensen 32



VeV Users
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* And then there are the ‘Unwanted users’
— Bots that screen scrape your site to lure your prices
— Competitive intelligence

* Nygard mention some tricks to block them of
— Robots.txt only work with the nice ones
— Firewalling them off
— Sue them



eV Blocked Threads
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 In the good old Amiga days, you knew a crash ©

 Modern JVMs seldom crash the machine but just hangs
In deadlocks, doing nothing useful.

CS@AU Henrik Baerbak Christensen 34




Y Example
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« System uses ‘ObjectCache’ with ‘get()’

— Interface says nothing about ‘synchronization’, but the
implementation does...

public synchronized Object get(String id) {

Object obj = items.get(id); Is S|OW, SO they make a
if(obj == null) {

{ - 7,
obj = create(id); CaChlng PrOXV .
items.put(id, obj); If (incache) return cache;

¥ else super.get()

return obj;
}

‘create’ does external call to inventory system
... which crash due to ‘unbalanced capacities’

Now, first thread to do cache miss calls ‘create’ which will wait
for response that never comes (and never release lock on this)

And all other will block as well, even if item in the cache...

CS@AU Henrik Baerbak Christensen 35



VeV Self-Denial Attacks
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e EX

— Winter storm: Lystrup skole webpage

« We do not know if school will be operating. Check back at 07.00
o’clock

— The Kahler vase incident

« Put a specific vase on sale on a specific time
— Which caused the web site to crash

CS@AU Henrik Beerbak Christensen 36



/~  Diablo Il Launch May 15, 2012
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« As well as ‘Pokemon No’
2016

CS@AU Henrik Baerbak Christensen
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Y Scaling Effects
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— Point-to-point communication between servers scale as O(n"2)
« Development environment: one server 1 connection
« Staging environment: two servers 4 connections
» Production environment: 16 servers 256 connections !

— Shared resources are resources that all services must access to
get work done (akin ‘singleton pattern’)

» Saturation — connection backlog
» Backlog exceeds listen queue — failures

CS@AU Henrik Beerbak Christensen 38



Y Unbalanced Capacities
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Example: The Lyon airport stress test | did in... Lyon airp.

[(&] Jova Visualvd S -
Eile Applic: ations View Tools Window Help
ESEE®E
fons | 1| StartPage  #) g 192.165.139.125:4672 (pid 2673) %) EWEE
Overview | [ Monitor | =] Threads | (3, Sampler |
P rOd ucer 168.139.128:4672 (pid 2679)
[VICPU [ Memory (] Classes (] Th
x| [ Heap | permGen
Size: 504.823.8 Used: 72.385.128 B
Mas: 504.523.8

1428 Rem:
=3 192,168, 139, 1.
¥ 152, 165,159, 1 [ETAY
=) ts
.
Karibu: :
. CPU usage: 1,0% &€ activity: 0,0% .
123,508 8
100%
500 ME:
. \ g
£ 250 MB- _rjm'l
’ 1 ,IL | —
=, tgias ce:25 30 o835 =) ces
D Heap siz= [ Used heap
x

Pull message,

convert, store in S o
Mongo, repeat vt . o

"

Mongo ' R
My daemon code was single-threaded, so WTF???

— "fetch msg from MQ, convert, store in MongoDB”

| —

CS@AU Henrik Baerbak Christensen 39



/v Unbalanced Capacities
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e |t turned out that

— RabbitMQ can deliver message at vastly higher speeds than
MongoDB can ever store them (not surprising, but...)

— The RabbitMQ Java connector/driver uses prefetch

« Fetch next message even though the last has not been
acknowledged by my daemon code yet!

* (And where was that described in the documentation???)
« Limit on prefetch: default is « thanks!

* Result: Chain reaction due to GC overload
— Stemming from unbalanced capacities (mq vrs db)
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Normmalized Response Time R/

All systems have a limit

« All systems have a limit after which performance

degrades rapidly

0.7
0.6

_g 0.5

@ 0.4

[ g

S 0.3

(2]

¢ 02
0.1
0.0

100

Response time

Shorter service time ‘knee’ at high —e—15=0.03
flattens the curve utilisations - ts=0.02
ts=0.01
s ts=0.005

0%

= X e = = = = = = =
o o o o o o o o o o
-— o o =I L w M~ o0 o o=
=

Utilization

Around 70% utilization the
response time exceeds
3 times the service time !



/v Balanced System and Bottleneck Analysis
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 Aqueuing system is balanced if all nodes have the
same equal utilization
U =U,=U;

o Tl Tul

Node 1 Node 2 Node 3

»
>

« A software system can achieve its best possible, scalable
performance if it's a balanced system

— Therefore you should generally consider the node with highest
utilization when you need to optimize a system (this is typically
where the bottleneck is)

— And generally stop when the system is balanced



Y Unbalanced Capacities
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e Note

— Depends on particular usage profile

 Particularly subject to ‘Attacks of self denial’
— That is, suddenly the usage profile change dramatically
» The Kahler vase case; Black Friday; Christmas sales...
— Difficult to test as ratios often differ in QA and prod.

* QA: often front-end is 1-1 but in prod. 10-1

CS@AU Henrik Beerbak Christensen 43



/v Dogpile
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e Or

— Startup/periodic load may be
much higher than steady-state
load, triggering circuit-breaker

tripping...

« Can also occur when external
event trigger synchronization
of traffic

— Like pedestrian stoplights...

CS@AU Henrik Beerbak Christensen 44




/v Dogpile
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« Anyone from my SAIP fagpakke?

— One important aspect of the load generator is the gaussian delay
In the workload model

— Why is that extremely important?

 How to avoid dogpiles?

— Architectures must be crafted to acknowledge their existence and
take preventive measures.



/v Dogpile
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 Even swarm has a dogpile akin-of problem

— ‘depends_on’ attribute in compose-file dictate the starting order of
services, but there is a difference between ‘running’ and ‘ready-
for-work’ state...

« We will return to dockerfile HEALTHCHECK later
— Can tell if a container is ‘ready-for-work’ rather than just running



/v Force Multiplier
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— Example:

* Reddit Goal: update zookeeper cluster
— Shut down autoscaler, then update zookeeper cluster

« Actual process
— Package mgt system detects autoscaler missing, restarts it (1)
— Autoscaler reads zookeeper (partially migrated) data
» Determine much less need for app and cache servers
» S0, starts shutting down a lot of servers

— The package management ‘multiplied the force’ on system...
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eV Even Swarm

AARHUS UNIVERSITET

* | had one incident, a crashing version of SkyCave
daemon sneaked by my pipeline test

* Upon redeploying the stack...
— (I was experimenting with rollback, but obviously got it wrong)
— ... swarm just restarted services, saw them crash, and restarted
— Eventually my machine would ‘Unsteady State’ crash
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Y Safeguards
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« Generally, the hardware/robotics guys are better at it...

— Industrial robots have multiple layers of safeguards to prevent
damage to people and facilities...

* So encode safeguards in software

— If 80% of system is suddenly gone, it is probably you that
observes a distorted version of the world

— If gap between observed and desired state is large, ask for
human intervention/confirmation
— Hysteresis:
« Start VMs quickly, stop them slowly.

» VMs takes time to start handling load, so do not start another one
10ms after — even if you see load not decreasing right now...
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Y Slow Responses
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— Easily triggers a ‘cascading failure’, as depending systems of
course also starts responding slowly

— Example:
 Single-threaded SkyCave (‘socket.cpf’)
» |f user 1 invokes ‘quote’ and it takes 10 minutes to respond...
« Then what will user 2, 3, 4, ... experience?
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VeV SLA Inversion ()
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— If your system depends upon service X that offers only 88%
availability, how can you promise 99,999%"7?

— Example: The cookie service | relied upon had very low
availability...

* (*) Removed from his second edition...
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VeV Unbounded Result Sets
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— Query, loop-over-elements
— Works well with 230 elements, but 5.000.000 ?

— And the result?
* Ressource strain, slow response, cascading failure, ...

— Always guery with a limit !
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* Not mentioned by Nygard directly, but

« Then we must also have AntiPattern
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